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COURSE OBJECTIVES:

Understand software security needs and defend against low-level memory attacks.
Design secure software using threat modeling and secure requirements.

Manage and mitigate security risks throughout the project lifecycle.

Apply security testing methods like penetration and risk-based testing.
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UNIT | NEED OF SOFTWARE SECURITY AND LOW-LEVEL ATTACKS

Software Assurance and Software Security - Threats to software security - Sources of software
insecurity - Benefits of Detecting Software Security - Properties of Secure Software — Memory-
Based Attacks: Low-Level Attacks Against Heap and Stack - Defense Against Memory-Based
Attacks

PART A

1. What is Software Assurance?

Software Assurance is the confidence that software functions as intended without vulnerabilities
that attackers can exploit. It ensures reliability, correctness, and trustworthiness throughout the
software’s lifecycle. It involves processes like secure coding, proper testing, and verification.
The main goal is to minimize risks and defects in the software.

2. What is Software Security?

Software Security refers to the design and development of software to resist attacks and misuse.
It focuses on protecting the software’s confidentiality, integrity, and availability (CIA). It
involves practices like secure design principles, threat modeling, and testing. By ensuring
security, organizations prevent unauthorized access and data loss.

3. Differentiate between Software Assurance and Software Security.

Software Assurance is about ensuring the quality and correctness of software, whereas Software
Security is about protecting it from threats. Assurance ensures the software behaves as intended,
while security ensures it is protected from exploitation. Both concepts complement each other.
Together, they improve software reliability and resilience.

4. \What are software vulnerabilities?

Software vulnerabilities are weaknesses or flaws in a system’s design, coding, or configuration.
Attackers exploit these vulnerabilities to perform unauthorized actions. Examples include buffer
overflow, SQL injection, and insecure authentication. Identifying and fixing vulnerabilities is
crucial for preventing attacks. Security testing tools are widely used to detect them.



5. What are the sources of software insecurity?

Software insecurity can arise from multiple sources such as poor coding practices, weak design,
and misconfigurations. Lack of proper input validation is one major cause. The use of insecure
third-party libraries also increases risks. Human errors and insufficient testing further contribute
to insecurity.

6. List the benefits of detecting software security issues early.

Detecting software security problems at an early stage reduces the overall cost of fixing them. It
helps in avoiding serious data breaches and attacks. Early detection ensures reliable performance
and user trust. It also improves the efficiency of maintenance and patch management. Thus,
proactive detection is highly beneficial.

7. What are the properties of secure software?

Secure software possesses key properties such as confidentiality, integrity, and availability. It
ensures reliability in performance and safety from attacks. Secure software resists unauthorized
access, data leaks, and tampering. It should also be maintainable and resilient against failures.
These properties ensure overall trustworthiness of the system.

8. What are memory-based attacks?

Memory-based attacks exploit the way software manages memory. Attackers manipulate stack or
heap memory to execute malicious code. Common examples include buffer overflows and heap
overflows. Such attacks can crash systems or allow privilege escalation. Proper coding practices
help defend against them.

9. What are low-level attacks against heap and stack?

Heap attacks target dynamically allocated memory, leading to heap overflow issues. Stack
attacks manipulate function call memory using stack overflow. Both attacks can overwrite
memory, inject malicious code, or crash applications. They are dangerous because they target
system-level memory management. Defenses include ASLR and DEP techniques.



10. What is a buffer overflow attack?

A buffer overflow occurs when more data is written to a buffer than it can hold. This causes data
to overwrite adjacent memory locations. Attackers exploit this to inject malicious code or gain
control of execution. It is one of the oldest and most common attacks. Strong input validation can
prevent it.

11. Differentiate between Heap and Stack memory.

Stack memory stores local variables and function calls in a fixed structure. Heap memory is used
for dynamic allocation at runtime. Stack access is faster but limited, while heap offers flexibility
but is slower. Both can be targets for overflow attacks. Secure memory management is essential
for both.

12. What is a stack overflow?

A stack overflow happens when the program exceeds the stack memory limit. It usually occurs
due to deep recursion or unchecked input. This can cause crashes or allow attackers to overwrite
return addresses. Stack overflows may lead to execution of arbitrary code. Proper input handling
can avoid them.

13. Give an example of a heap attack.

In a heap attack, an attacker manipulates dynamic memory by overflowing a heap buffer. For
example, supplying excessive input to a program’s dynamic array. This overwrites control
structures stored in the heap. As a result, attackers can hijack program execution. Secure memory
allocation functions reduce such risks.

14. How can memory-based attacks be defended?

Defenses include input validation and boundary checks to avoid overflows. Safe programming
languages like Java can minimize risks. Techniques like ASLR (Address Space Layout



Randomization) make memory addresses unpredictable. DEP (Data Execution Prevention)
prevents execution of injected code. Together, these reduce memory exploitation chances.

15. What is Address Space Layout Randomization (ASLR)?

ASLR is a security feature that randomizes memory addresses of processes each time they run.
This prevents attackers from predicting memory locations to exploit vulnerabilities. It is
commonly used against buffer overflow attacks. By making addresses unpredictable, ASLR
increases software resilience. Modern operating systems widely support ASLR.

16. Differentiate between vulnerability and threat.

A vulnerability is a weakness in a system, while a threat is the potential exploitation of that
weakness. For example, a missing security patch is a vulnerability, while a hacker exploiting it is
a threat. Vulnerabilities need threats to cause harm. Together, they form the basis of risk.

17. What is exploitation in software security?

Exploitation is the process of taking advantage of a vulnerability to gain unauthorized access. It
can result in privilege escalation, data theft, or system compromise. Exploits often use crafted
inputs to manipulate memory. Many malware and attack tools are built on exploits. Preventing
vulnerabilities reduces exploitation chances.

18. Mention two examples of memory safety techniques.

Memory safety can be achieved through input validation and use of secure libraries.
Programming languages like Python or Java prevent buffer overflows by managing memory
automatically. DEP stops execution of injected code in data areas. ASLR ensures unpredictable
memory locations. These collectively enhance software security.



19. Why is detecting software vulnerabilities important?

Detecting vulnerabilities ensures the system remains protected against exploitation. If left
unchecked, they can lead to severe financial and reputational loss. Identifying them early allows
developers to patch issues before deployment. Security testing tools help automate detection.
This practice is vital for secure software development.

20. What is the role of secure coding in preventing memory attacks?

Secure coding enforces practices like bounds checking and input validation. Developers avoid
dangerous functions like gets() and prefer safer alternatives. Code reviews and testing catch
insecure patterns early. Proper use of memory allocation functions prevents overflow errors.
Secure coding reduces the likelihood of memory-based attacks.

PART B

1. Explain how software assurance helps in improving software security. What are its main
principles?

2. What are some common threats to software security? Describe their effects on software.

3. Identify the main sources of software insecurity and explain how they lead to vulnerabilities.
4. Discuss the advantages of finding and fixing software security issues early in the development
process.

5. What are the key properties of secure software? Explain how each property contributes to
overall security.

6. Describe stack-based memory attacks and how they work. What are their potential impacts on
software?

7. What are heap-based memory attacks? Explain their mechanisms and provide examples.

8. List and explain defense mechanisms against memory-based attacks, such as stack canaries
and address space layout randomization (ASLR).

9. Compare stack buffer overflows with heap buffer overflows. What are their differences and
how can they be prevented?

10. How do secure coding practices help in preventing memory-based attacks? Give examples of
such practices.

11. Imagine a web application is experiencing frequent heap-based memory corruption. Propose
a comprehensive plan to address and prevent such issues, including code review practices and
runtime protections.

12. Given a scenario where an application suffers from a stack buffer overflow, design a strategy
to identify and mitigate the vulnerability. Include specific tools and techniques.



13. Evaluate a recent case study of a major software security breach. Analyze the sources of
insecurity involved and propose a set of measures to prevent similar breaches in the future.

14. You are tasked with improving the security of an existing software system. Outline a plan
that includes assessing current threats, implementing secure coding practices, and applying
memory protection techniques.

15. Design a security assessment process for a new software application. Describe how you
would use static and dynamic analysis tools to detect vulnerabilities and ensure secure software
development.

UNIT Il SECURE SOFTWARE DESIGN

Requirements Engineering for secure software - SQUARE process Model — Requirements
elicitation and prioritization- Isolating The Effects of Untrusted Executable Content — Stack
Inspection — Policy Specification Languages — Vulnerability Trends — Buffer Overflow — Code
Injection - Session Hijacking. Secure Design - Threat Modeling and Security Design Principles

PART A

1. What is Requirements Engineering in secure software?

Requirements Engineering is the process of identifying, analyzing, documenting, and managing
the needs of a software system. In secure software, it focuses on capturing both functional and
non-functional security requirements. It ensures security is considered from the beginning. This
reduces design flaws that attackers might exploit. Proper RE leads to more reliable and trusted
systems.

2. What is the SQUARE process model?

SQUARE (Security Quality Requirements Engineering) is a systematic method to define and
prioritize security requirements. It involves nine steps including elicitation, categorization, and
prioritization. The goal is to integrate security requirements early in development. This reduces
vulnerabilities and improves security posture. SQUARE is widely used in secure system design.

3. List the main steps in the SQUARE process.

The nine steps are: Agreeing on definitions, identifying security goals, developing artifacts,
performing risk assessment, eliciting requirements, categorizing requirements, prioritizing them,
inspecting results, and finally documenting. These steps ensure a structured approach. It bridges



the gap between stakeholders and developers. Overall, it enhances clarity and reduces
misinterpretations.

4. What is requirements elicitation?

Requirements elicitation is the process of gathering software needs from stakeholders. In secure
software, this means collecting functional and security expectations. Techniques include
interviews, surveys, brainstorming, and observation. It ensures critical security aspects are not
overlooked. Without proper elicitation, systems may remain exposed to threats.

5. What is requirements prioritization?

Prioritization involves ranking requirements based on importance and risk. Security requirements
often compete with cost and usability factors. Prioritization ensures critical security needs are
implemented first. It helps balance security with other project constraints. This step prevents
low-priority features from overshadowing essential protections.

6. How does untrusted executable content affect software security?

Untrusted content like scripts or downloaded files can execute harmful code on a system. If not
isolated, it can compromise confidentiality, integrity, and availability. Attackers often hide
malicious payloads in such content. Sandboxing and access restrictions are common defenses.
Thus, isolation is crucial for secure software design.

7. What is stack inspection in security?

Stack inspection is a security mechanism that verifies permissions during program execution. It
checks the call stack to ensure only trusted code can perform sensitive actions. For example, it
prevents untrusted applets from accessing system files. It helps enforce fine-grained security
policies. This reduces the chance of privilege escalation.



8. Define Policy Specification Languages.

Policy Specification Languages are formal notations used to express security rules. They define
access control, authentication, and data handling policies. Examples include XACML and
Ponder. Such languages make policies machine-readable and enforceable. They ensure
consistency and reduce ambiguity in system protection.

9. What are vulnerability trends?

Vulnerability trends refer to common patterns and changes in software weaknesses over time.
Examples include increasing web-based attacks, mobile malware, and cloud vulnerabilities.
Tracking trends helps in predicting potential threats. Organizations can adapt defenses
accordingly. Awareness of trends is vital for proactive security management.

10. Explain buffer overflow in software design.

Buffer overflow occurs when more data is written into a buffer than it can store. This overwrites
adjacent memory and can lead to crashes or code execution. Attackers exploit it to inject
malicious code. Proper input validation and safe coding practices prevent it. Buffer overflow is
one of the oldest yet most dangerous vulnerabilities.

11. What is code injection?

Code injection happens when attackers insert malicious code into an application. Examples
include SQL injection and script injection. It occurs due to insufficient input validation. Once
injected, the code executes with system privileges. Secure coding and parameterized queries help
prevent such attacks.

12. What is session hijacking?

Session hijacking is an attack where the attacker steals or predicts a valid session ID. This allows
unauthorized access to a user’s account. Common techniques include cookie theft and packet
sniffing. Encryption (HTTPS) and secure session management defend against it. It is a critical
concern in web applications.



13. What is threat modeling?

Threat modeling is a structured approach to identify, analyze, and mitigate threats in a system. It
helps visualize potential attacker goals and system weaknesses. Models like STRIDE and
DREAD are commonly used. This process improves proactive defenses. It is essential for
designing robust and secure software.

14. Why is secure design important?

Secure design ensures that security principles are integrated at the architecture level. It prevents
vulnerabilities from being built into the system. A secure design considers confidentiality,
integrity, and availability from the start. It also reduces patching costs later. Hence, secure design
is a foundation of safe software.

15. What are Security Design Principles?

These are guidelines to build resilient software, such as least privilege, defense in depth, and fail-
safe defaults. They ensure the system is designed to resist attacks. Following them reduces
exploitable flaws. They serve as a checklist for architects. Applying these principles makes
software inherently more secure.

16. Explain the principle of least privilege.

The least privilege principle states that a user or process should only have the minimum access
needed to perform its job. This reduces potential damage from compromised accounts. For
example, a guest user should not have admin rights. It minimizes attack surfaces. It is a
fundamental rule in security design.

17. What is defense in depth?

Defense in depth means applying multiple layers of security controls. If one layer fails, others
still protect the system. For example, firewalls, intrusion detection, and encryption work



together. This layered defense slows down attackers. It is a widely accepted strategy in secure
system design.

18. What is fail-safe default?

Fail-safe default ensures that systems deny access by default and allow only when explicitly
permitted. This prevents accidental exposure of resources. For example, new user accounts
should have no permissions unless granted. This principle reduces misconfigurations. It enforces
security as the default state.

19. How do vulnerability trends impact secure design?

Understanding trends helps designers anticipate common attacks. For instance, the rise of SQL
injection emphasizes the need for input validation. Mobile and 10T vulnerabilities highlight the
importance of encryption. Designers can adapt by including relevant safeguards. Thus, trends
directly influence security design choices.

20. How does threat modeling help in secure software design?

Threat modeling identifies potential attacks early in the design phase. It allows developers to
prioritize defenses based on risk. This ensures critical assets are protected first. It also improves
communication between developers and security experts. Ultimately, it strengthens the overall
security architecture of the system.

PART B
1. Explain the SQUARE process model and its phases in securing software.
2. Discuss the importance of requirements elicitation and prioritization in addressing security
concerns.
3. Analyze the SQUARE process model's integration with other security practices, noting its
strengths and limitations.
4. Describe the risks of untrusted executable content and techniques to mitigate these risks
5. Explain how stack inspection prevents attacks like buffer overflows and compare it with other
security mechanisms.
6. Discuss the role and types of policy specification languages in enforcing software security
policies.
7. Analyze current trends in software vulnerabilities and their impact on security.



8. Discuss different code injection attacks, their impact, and best practices for mitigation.

9. Describe buffer overflow vulnerabilities, their exploitation mechanisms, and prevention
strategies.

10. Examine session hijacking methods, their impact on software security, and strategies for
prevention.

UNIT 111 SECURITY RISK MANAGEMENT
Risk Management Life Cycle — Risk Profiling — Risk Exposure Factors — Risk Evaluation and
Mitigation — Risk Assessment Techniques — Threat and Vulnerability Management

PART A

1. What is Risk Management in software security?

Risk management is the process of identifying, analyzing, and reducing security risks in software
systems. It ensures that vulnerabilities and threats are assessed systematically. This process helps
organizations make informed decisions about security investments. It also balances security with
cost and usability. Effective risk management improves overall resilience.

2. What are the phases of the Risk Management Life Cycle?

The main phases are: risk identification, risk assessment, risk evaluation, risk mitigation, and risk
monitoring. These steps form a continuous cycle. Each phase improves security preparedness.
The cycle ensures risks are addressed proactively. It helps maintain long-term software security.

3. What is Risk Profiling?

Risk profiling involves creating a detailed analysis of potential risks that an organization faces. It
identifies threats, vulnerabilities, and their impact. This helps in prioritizing risks based on
severity. Risk profiles provide a roadmap for managing risks. They are crucial for planning
defense strategies.



4. What are Risk Exposure Factors?

Risk exposure factors measure the potential loss or damage if a risk materializes. They help
calculate the financial and operational impact of threats. For example, data loss may cause huge
reputational and monetary damage. Exposure factors guide mitigation investments. This ensures
resources are spent wisely.

5. What is Risk Evaluation?

Risk evaluation is the process of comparing identified risks against acceptable risk levels. It
involves assessing the likelihood and impact of each risk. High-impact risks require immediate
attention. Low-impact risks can be monitored or tolerated. Evaluation supports informed
decision-making in security planning.

6. Define Risk Mitigation.

Risk mitigation refers to strategies and actions taken to reduce or eliminate risks. It includes
preventive measures like firewalls, encryption, and secure coding. Mitigation lowers the
probability or impact of attacks. It balances security needs with operational goals. Proper
mitigation ensures continuity and safety.

7. Mention two Risk Assessment Techniques.

Two common techniques are qualitative and quantitative assessments. Qualitative methods use
descriptive scales like high, medium, and low. Quantitative methods use numerical data and
probability for accuracy. Both help organizations estimate risks effectively. They guide security
decisions based on context and resources.

8. What is Threat Management?

Threat management is the process of identifying, analyzing, and responding to potential threats.
It involves monitoring systems for suspicious activity. Security teams use tools like IDS and
firewalls. The goal is to minimize disruption and protect assets. Continuous threat management
ensures resilience.



9. What is Vulnerability Management?

Vulnerability management identifies, evaluates, and fixes weaknesses in software. It involves
regular scanning, patching, and updates. This prevents attackers from exploiting flaws. It is a
continuous process in secure software development. Effective vulnerability management reduces
risk exposure.

10. Compare threats and vulnerabilities.

Threats are potential dangers, while vulnerabilities are weaknesses that threats exploit. For
example, an SQL injection attack is a threat, while poor input validation is the vulnerability.
Both combined create risks. Understanding their difference is crucial for defense. Managing
them ensures stronger security posture.

11. What is qualitative risk assessment?

Qualitative assessment uses descriptive categories like low, medium, and high to rank risks. It is
easier to implement and requires less data. This method relies on expert judgment. It helps
prioritize risks quickly. However, it may lack accuracy compared to quantitative analysis.

12. What is quantitative risk assessment?

Quantitative assessment uses numerical values and probabilities to measure risks. It calculates
expected loss using metrics like Annual Loss Expectancy (ALE). This method provides more
accurate results. It helps justify security budgets scientifically. However, it requires detailed data
collection.

13. What are the key steps in Risk Assessment?

The steps include risk identification, risk analysis, risk evaluation, and risk prioritization. Each
step ensures a structured examination of risks. It helps organizations focus on the most critical
issues. Risk assessment guides mitigation efforts. It improves overall decision-making in security
management.



14. What is Residual Risk?

Residual risk is the remaining risk after all mitigation measures are applied. It can never be fully
eliminated. Organizations must decide whether to accept, transfer, or further reduce it.
Monitoring residual risks ensures continued security. Accepting some residual risk is often
practical.

15. Why is risk profiling important?

Risk profiling provides a clear understanding of the organization’s risk landscape. It highlights
areas that need urgent attention. It helps allocate resources efficiently. Profiling supports better
decision-making for security planning. Without it, risks may remain hidden or underestimated.

16. What is the role of risk evaluation in security?

Risk evaluation compares risks against tolerance levels defined by the organization. It ensures
critical risks are addressed immediately. Evaluation helps prioritize which risks need strong
controls. It balances security needs with business objectives. This prevents overinvestment in
low-impact issues.

17. What are some strategies for risk mitigation?

Strategies include avoiding the risk, reducing it with controls, transferring it via insurance, or
accepting it. Avoidance eliminates risky activities. Reduction lowers impact through technology.
Transfer shifts responsibility to a third party. Acceptance means tolerating minor risks. These
strategies provide flexible management.

18. How does vulnerability management support security?

Vulnerability management ensures weaknesses are detected and patched before attackers exploit
them. Regular scans identify flaws, while updates fix them. It reduces attack surfaces
significantly. Continuous management ensures emerging threats are addressed. It is essential for
long-term protection.



19. Why is the Risk Management Life Cycle continuous?

Risks evolve as technology and threats change. A continuous cycle ensures risks are regularly
identified and reassessed. It adapts security measures to new challenges. This process creates a
dynamic and proactive defense. Without continuity, systems may fall behind threats.

20. How does effective risk management improve security posture?

Effective risk management minimizes vulnerabilities and reduces attack success rates. It ensures
critical assets are well-protected. It also aligns security efforts with organizational goals. A
strong posture boosts user trust and regulatory compliance. Ultimately, it prevents financial and
reputational damage.

PART B
1. List and explain each phase of the Risk Management Life Cycle and how they help manage
risks effectively.
2. Outline a risk profiling approach for a new tech startup, including key factors and why they
matter.
3. Discuss how different risk exposure factors affect a company’s cybersecurity and suggest
ways to manage them.
4. Describe how to evaluate risks and suggest a plan to fix a major vulnerability in a company’s
system. 5. Compare qualitative and quantitative risk assessment methods, noting their pros and
cons.
6. Create a threat and vulnerability management plan for a bank, including main steps and tools.
7. Show how risk assessment techniques fit into the Risk Management Life Cycle to help
manage risks better.
8. Apply the Risk Management Life Cycle to a data breach case, explaining how each phase
would handle the situation.
9. Develop a risk profile for a healthcare organization and explain how it helps in managing
risks.
10. Explain the steps for evaluating and fixing risks in a cloud environment and suggest specific
strategies to address them.
11. For a company setting up a new online payment system, use the Risk Management Life
Cycle to identify and handle risks. Explain how each phase helps ensure the system is secure.
12. Create a risk profile for an e-commerce business, focusing on risks like data breaches and
fraud. Describe how this profile will help manage these risks.



UNIT IV SECURITY TESTING

Traditional Software Testing — Comparison - Secure Software Development Life Cycle — Risk-
Based Security Testing — Prioritizing Security Testing With Threat Modeling — Penetration
Testing — Planning and Scoping - Enumeration — Remote Exploitation — Web Application
Exploitation - Exploits and Client Side Attacks — Post Exploitation — Bypassing Firewalls and
Avoiding Detection - Tools for Penetration Testing

PART A

1. What is Traditional Software Testing?

Traditional software testing focuses on verifying functionality, performance, and correctness of
the application. It checks whether the software meets user requirements. However, it does not
emphasize security flaws. Its scope is limited to bug detection in features. Thus, it cannot fully
protect against cyber threats.

2. How does security testing differ from traditional testing?

Traditional testing ensures the software works as intended, while security testing ensures it
works safely under attack. Security testing identifies vulnerabilities like SQL injection, XSS, and
buffer overflows. It involves penetration testing and threat modeling. Traditional testing looks at
quality, security testing focuses on protection. Both complement each other.

3. What is the Secure Software Development Life Cycle (SDLC)?

The Secure SDLC integrates security practices into every phase of development. It begins with
requirements, design, coding, testing, and maintenance. Security measures like threat modeling
and secure coding are applied throughout. This reduces vulnerabilities early. Secure SDLC
makes software resilient against attacks.

4. What is Risk-Based Security Testing?

Risk-based security testing prioritizes testing based on the severity of risks. High-risk areas, such
as authentication and data storage, are tested first. This ensures limited resources are used



effectively. It provides maximum protection where needed most. It is a strategic approach to
testing.

5. How does threat modeling help in prioritizing security testing?

Threat modeling identifies potential attack paths in a system. By analyzing threats, testers focus
on the most critical areas. This ensures testing is risk-driven and efficient. High-impact
vulnerabilities are addressed before low-risk ones. Thus, threat modeling improves security
testing effectiveness.

6. What is penetration testing?

Penetration testing is a simulated attack on a system to discover vulnerabilities. Ethical hackers
use real attack techniques to test defenses. It exposes weaknesses before malicious actors exploit
them. Pen testing covers web apps, networks, and client systems. It is a core part of security
testing.

7. What are the key phases of penetration testing?

The main phases include planning, reconnaissance, scanning, exploitation, post-exploitation, and
reporting. Each phase builds upon the previous one. Planning defines scope, while exploitation
tests vulnerabilities. Post-exploitation measures impact. Reporting communicates findings and
solutions. Together, these ensure a structured and ethical test.

8. Why is planning and scoping important in penetration testing?

Planning defines the boundaries, objectives, and permissions of the test. Scoping clarifies which
systems and data are included. Without planning, tests may cause disruptions or legal issues. It
ensures ethical and controlled execution. Thus, planning is the foundation of a safe penetration
test.



9. What is enumeration in security testing?

Enumeration is the process of extracting detailed information about a target system. It reveals
usernames, shares, services, and system details. This information is vital for crafting further
attacks. It follows scanning in the pen test process. Enumeration provides attackers with critical
knowledge.

10. What is remote exploitation?

Remote exploitation is when attackers compromise systems over a network. It allows access
without physical presence. Common examples include exploiting unpatched services or weak
authentication. Remote exploits can lead to full system compromise. It is a major concern in
internet-facing systems.

11. What is web application exploitation?

Web application exploitation targets vulnerabilities in websites and web apps. Examples include
SQL injection, XSS, and CSRF. Attackers use these flaws to steal data or bypass authentication.
Secure coding and input validation prevent such attacks. Web apps are frequent targets due to
their exposure.

12. Give examples of client-side attacks.

Client-side attacks exploit vulnerabilities in browsers or applications. Examples include drive-by
downloads, malicious scripts, and phishing links. They often trick users into executing harmful
code. Such attacks bypass server defenses and target end-users. Patching and awareness reduce
risks.

13. What is post-exploitation in penetration testing?

Post-exploitation focuses on what an attacker can do after gaining access. It includes privilege
escalation, data theft, and persistence. This stage measures the real impact of a compromise. It
helps organizations understand worst-case scenarios. Post-exploitation guides defense strategies
effectively.



14. How do attackers bypass firewalls?

Attackers use techniques like tunneling, spoofing, and exploiting misconfigurations. They may
also use encrypted traffic to hide malicious activity. Application-layer attacks can bypass
firewall rules. Weak firewall policies make bypassing easier. Thus, firewalls must be combined
with intrusion detection.

15. What is the role of tools in penetration testing?

Tools automate vulnerability scanning, exploitation, and reporting. Examples include Nmap,
Metasploit, Burp Suite, and Wireshark. They save time and improve accuracy. However, they
must be used ethically. Tools combined with human expertise ensure effective pen testing.

16. Why is risk-based testing efficient?

It ensures critical systems are tested first, reducing chances of major breaches. Resources are not
wasted on low-priority areas. It aligns testing with business goals and threat landscape.
Efficiency comes from focusing where damage would be greatest. This makes security testing
cost-effective.

17. What are exploits in security testing?

Exploits are techniques or code used to take advantage of vulnerabilities. They can be proof-of-
concept or fully weaponized. In testing, ethical hackers use exploits to validate flaws. Exploits
demonstrate real-world risks to management. Identifying exploits helps in prioritizing fixes.

18. Why is Secure SDLC better than traditional SDLC?

Secure SDLC integrates security at every step, unlike traditional SDLC which adds it later. This
reduces costs of fixing vulnerabilities. It improves overall reliability and trust. Traditional SDLC
often leaves gaps for attackers. Secure SDLC is proactive, not reactive.



19. What is the importance of detection avoidance?

Attackers often try to avoid detection using stealth techniques. These include encryption,
obfuscation, and slow attacks. Avoiding detection helps attackers remain inside networks longer.
Security testers replicate this to measure defense effectiveness. It prepares organizations for real
stealthy threats.

20. How does penetration testing improve security posture?

Penetration testing exposes weaknesses before real attackers exploit them. It validates security
controls and policies. Findings guide improvements in defenses. Regular testing keeps systems
updated against evolving threats. Overall, it strengthens an organization’s security posture.

PART B
1. How does traditional software testing differ from security testing in terms of focus and
methods?
2. What are the main phases of the Secure Software Development Life Cycle (SDLC) and their
roles in enhancing software security?
3. How does risk-based security testing prioritize vulnerabilities, and why is this approach
important?
4. What are the steps involved in threat modeling, and how does it aid in prioritizing security
testing?
5. What are the key stages and objectives of a penetration test?
6. Why is planning and scoping crucial in penetration testing, and what are their main
components?
7. What is the purpose of enumeration in penetration testing, and how is it conducted?
8. How do remote exploitation techniques work, and what strategies can be used to defend
against them?
9. What methods are commonly used for web application exploitation in penetration testing?
10. Which tools are widely used in penetration testing, and how do they support the discovery
and exploitation of vulnerabilities?
11. Design a risk-based security testing strategy for a new e-commerce platform, including how
you would identify and prioritize potential vulnerabilities.
12. Given a scenario where a company needs to enhance their secure software development
practices, outline how you would integrate the Secure SDLC into their current development
process.



13. Develop a plan for a penetration testing engagement on a newly released web application,
including the steps for planning, scoping, enumeration, and exploiting vulnerabilities.

UNIT V SECURE PROJECT MANAGEMENT
Governance and security - Adopting an enterprise software security framework - Security and
project management - Maturity of Practice

PART A

1. What is governance in security?

Governance in security refers to the policies, procedures, and frameworks that guide security
decisions. It ensures accountability and compliance with standards. Governance defines roles and
responsibilities for protecting assets. It provides a structured approach to managing risks.
Without governance, security efforts become inconsistent.

2. What is the role of governance in software security?

Governance ensures that security is integrated into organizational policies. It aligns security with
business goals and compliance requirements. Proper governance enforces monitoring and
auditing of practices. It helps track progress toward maturity. Thus, governance strengthens
overall software protection.

3. What is an enterprise software security framework?

An enterprise framework provides structured methods, policies, and standards for securing
software. It includes guidelines like NIST, 1ISO 27001, or CIS controls. These frameworks help
organizations follow best practices. They cover risk management, testing, and compliance.
Frameworks ensure uniform security across all projects.

4. Mention benefits of adopting a software security framework.

Adopting a framework improves consistency and reliability in security. It ensures compliance
with industry standards. Frameworks provide ready-made best practices for risk mitigation. They



reduce time spent reinventing solutions. Overall, frameworks enhance efficiency and trust in
software development.

5. What is the relationship between project management and security?

Project management ensures that security is planned, resourced, and monitored. Security must be
considered in scope, time, and budget. Integrating security avoids last-minute fixes. It ensures
that deliverables meet safety requirements. Thus, project management and security go hand in
hand.

6. Define security governance in an organization.

Security governance is the framework of accountability, policies, and monitoring used to manage
risks. It sets the tone for secure practices in the organization. It involves management oversight
and reporting mechanisms. Governance ensures compliance with laws and standards. It provides
direction for long-term security planning.

7. What are key elements of an enterprise security framework?

Key elements include policies, risk management processes, access control, compliance
monitoring, and incident response. Each element addresses a different part of the security
lifecycle. Together, they form a comprehensive protection strategy. These elements align with
business objectives. They ensure security is proactive, not reactive.

8. Mention two challenges in integrating security with project management.

Challenges include limited budget and resistance from project teams. Often, security is seen as
slowing down delivery. Lack of skilled professionals adds difficulty. Balancing usability with
security is another challenge. Overcoming these requires awareness and management support.



9. What is security maturity in an organization?

Security maturity reflects how advanced and consistent an organization’s practices are. A mature
organization follows frameworks and continuous improvement. It applies policies uniformly
across projects. Maturity also involves measuring effectiveness regularly. Higher maturity means
better defense against threats.

10. Define maturity of practice in software security.

Maturity of practice refers to the extent of adoption and improvement of secure methods. It
measures whether security practices are basic, repeatable, or optimized. Organizations evolve
from ad-hoc methods to standardized frameworks. Mature practices reduce risks significantly. It
is a benchmark for security excellence.

11. What is risk governance in project security management?

Risk governance ensures that security risks are identified, assessed, and addressed within
projects. It involves monitoring risks against set tolerances. Governance defines who is
responsible for mitigation. It links risk management with business goals. This ensures
accountability at all levels.

12. How does project management influence software security?

Project management ensures that security requirements are included in planning. It allocates
resources for secure design and testing. Managers monitor progress to ensure compliance.
Integrating security early avoids last-minute fixes. Thus, project management directly improves
security outcomes.

13. Mention industry-standard frameworks for software security.

Examples include NIST Cybersecurity Framework, ISO/IEC 27001, and CIS Controls.
These provide structured methods to manage risks. They help organizations comply with
regulations. Each framework offers guidance tailored to different needs. Adopting them
improves security maturity.



14. What is 1SO 27001?

ISO 27001 is an international standard for information security management systems (ISMS). It
provides requirements for establishing, implementing, and improving security. It ensures
confidentiality, integrity, and availability of data. Organizations use it to comply with global
security expectations. It is widely adopted for enterprise security.

15. Compare security governance and security management.

Security governance sets policies and ensures accountability, while security management handles
day-to-day operations. Governance defines the “what” and “why,” while management executes
the “how.” Governance focuses on long-term strategy, management on implementation. Both
must work together. This ensures complete protection across systems.

16. Why is adopting a security framework important?

Frameworks provide a clear roadmap for implementing security. They reduce confusion by
offering standardized practices. Adoption helps in regulatory compliance. It also improves
stakeholder trust in software. Frameworks ensure sustainable, repeatable, and measurable
security.

17. How can organizations improve software security maturity?

Organizations can adopt frameworks, conduct regular audits, and train employees. Security
maturity grows with continuous improvement. Measuring effectiveness through metrics helps
track progress. Investment in tools and skilled staff is crucial. Over time, practices become
optimized and resilient.

18. What are challenges in adopting a software security framework?

Challenges include high costs, lack of expertise, and resistance to change. Organizations may
struggle with integrating frameworks into existing workflows. Continuous updates are required



to keep them relevant. Some frameworks may be complex to implement. Overcoming challenges
requires top management support.

19. What is the impact of governance on SDLC?

Governance ensures that every stage of SDLC includes security checks. From requirements to
deployment, policies guide secure practices. This reduces vulnerabilities before release. It aligns
projects with regulatory and business needs. Governance makes the SDLC more structured and
secure.

20. How does maturity of practice evolve in organizations?

Maturity evolves in stages: initial, repeatable, defined, managed, and optimized. At the initial
stage, practices are ad-hoc. Over time, they become standardized and measurable. Finally,
optimized practices focus on continuous improvement. This maturity model guides organizations
step by step. It ensures growth toward strong security culture

PART B
1. How can implementing governance frameworks improve software security in an organization?
2. What are the key steps and benefits of adopting an enterprise software security framework?
3. How can project management practices be adjusted to include security measures effectively?
4. Why is it important to integrate security considerations into project management?
5. What are the main elements of a mature security practice, and how do they enhance security?
6. How can an organization assess and improve the maturity of its security practices?
7. How does a software security framework help with risk management and meeting compliance
requirements?
8. Why is continuous improvement important for maintaining high security practice standards?
9. How can governance policies affect the success of security measures in software
development?
10. What is a practical approach to including security in project management to handle
potential challenges?
11. Design a plan to integrate an enterprise software security framework into an existing
software development process and outline key steps and challenges.
12. Develop a strategy for embedding security practices into a project management plan for a
new software project, including methods to ensure ongoing compliance.
13. Create a roadmap for improving the maturity of security practices in an organization,
detailing key actions and metrics for progress.



